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© 000 «KPUNTO-MNPO>», 2000-2019. Bce npaBsa 3awuiueHbi.

ABTOpCKUe MpaBa Ha CpeacTBo KpunTorpadudeckoii 3awmuTel uHdopmauumn Kpuntollpo CSP n akcnayaTtaumoHHyto
AOKYMEHTALMIO K HEMY 3aperncTprnpoBaHbl B Poccuiickom areHTCTBe No naTeHTam 1 ToBapHbIM 3Hakam (PocnateHT).

JokyMeHT BXoAuT B KOMMEKT nocTaekm nporpammHoro obecnevenns CK3U Kpuntollpo CSP sepcun 5.0 KC1; Ha
HEro PacrnpoCTPaHSIIOTCA BCE YCJIOBUS JINLEH3NOHHOIO COrnalleHusi. bes cneuymansHOro nMCbMEHHOrO pa3peLueHus
000 «KPUMNTO-MPO>» foKyMEHT nan ero 4acTb B 3EKTPOHHOM WK NEYAaTHOM BUAE HE MOTYT OblTb CKONMMPOBaHbI
U MepefaHbl TPETBUM JINLAM C KOMMEPHECKON LEeNbHo.
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AHHOTaUMNSA

Hactosiwee Pykoeogcteo pononHsieT gokymeHT MKTAWM.00101-01 91 01. PykoBoACTBO agMUHUCTpPaTOpa
6esonacHocTu. Obwias vactb npu ucnonssosanun CK3W nog ynpaenennem OC SailfishOS.

NHcTpykumn agMmuHmcTpaTopam 6e30MacHOCTM U NOJIb30BATENAM Pa3finyHbIX aBTOMaTU3MPOBAHHLIX CUCTEM,
ncnonbsytowmx CK3U Kpuntollpo CSP sepcust 5.0 KC1 Vicnonnenne 1-Base, gonxHbl paspabaTbiBaThCs € y4eTOM
TpeboBaHuli HACTOALLErO JOKYMEHTA.
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Cnuncok onpeaeneHnii n cokpalleHunii

CRL Cnucok otosBaHHbix ceptucpukatos (Certificate Revocation List)
APM ABTOMaTN3MpoBaHHOE paboyee MECTO

AC ABTOMaTN3MpOBaHHAs CUCTEMA

rMA [MBKWiA MarHUTHBIN AKUCK

AcH Jatumk cnyyaiinbix 4ncen

HDD Mectkuii marHuThblii guck (Hard Disk Drive)

HCA HecaHkuoHnpoBaHHbIA gocTyn

0oC OnepauuoHHasi cuctema

NAK MporpammMHo-annapaTHbI KOMMIEKC

no MNporpammHoe obecneyeHne

Peructpauymns  [pucsoeHne onpepeneHHbix aTpubyToB (agpeca, HOMepa KtOYa, MPaB MCNOAb30BaHWS U T.M.)
aboHeHTy

PernamenT COBOKYMHOCTb MHCTPYKUMWIA 1 APYroii pernaMeHTUpyroLWein [oKyMeHTauun, obecnedunsatouleli
byHKLNOHMPOBaHNE aBTOMATU3NPOBAHHON CUCTEMbI BO BCEX PEeXMMaXx

CBT CpeacTea BbIMNCANTENBHOR TEXHUKK

CeptudbmkaT  IDNEKTPOHHBIA LOKYMEHT, MOATBEPXKAAIOWNIA MPUHAANEXKHOCTL OTKPLITOrO KJO4Ya WM KJtoYa
MPOBEPKIN 3NEKTPOHHO MOAMNUCA N OMpPefesieHHbIX aTPUOYTOB KOHKPETHOMY abOHEHTY

Ceptudbmkaums lNpouecc n3roToeseHust cepTudpmkaTa OTKPLITOrO KAOYa WM KAOYa MPOBEPKU SJIEKTPOHHON
nognucy aboHeHTa B LEHTPe cepTudukaumnn

CK3M CpeacTtso KpunTorpacn4eckoin 3awmnTsl uHopmauum
CocC Cnncok otosBaHHbix cepTudpukatos (Certificate Revocation List)
CcC CnpaBo4HMK CepTUCUKATOB OTKPbLITLIX K/tOYEH 1 KAOYell MPOBEPKU SNEKTPOHHOW MOAMMUCK.

CeTeBoii CnpaBoOYHNK

Co Cpesa pyHKUNOHUPOBAHUS

fe Llentp Ceptudpmkauum (Yaocrosepsitowmii LleHtp)
LP LlenTp Peructpauyun

24 DNEKTPOHHbIW JOKYMEHT

aon DNeKTPOHHAsi NOANMUCH
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1 OcHoBHble TexHun4deckue AdHHbIEe N XapaKTepUuCtumukmn

CK3U

1.1 [MporpammHo-annapaTHble cpegbl (PyHKLNOHUPOBAHUA

CK3W KpunTtollpo CSP sepcun 5.0 KC1 (XKTHAIN.00101-01) nog ynpasnernem OC SailfishOS ucnonbsyercs B
nporpaMMHO-annapaTHbIX Cpeaax:

SailfishOS 2/3 (ARMv7).

1.2 KnouyeBble HOCUTENNn

MNepeyeHb NOAAEPKNBAEMbLIX KHOUEBLIX HOCUTENEN B 3aBUCUMOCTM OT MPOrpaMMHO-annapaTHoOl nnaTgopMmbi
otpaxer B XKTA.00101-01 30 01. Kpuntollpo CSP. ®opmynsip, n. 3.9.

Ncnonb3oBaHue HocuTeneld gpyrux TUMNOB AOMYCKAETCs TosbKo no cornacoeaHuto ¢ PCH Poccun.

Mpumevanne. B coctas auctpmbytusa CK3U Bxogat 6ubnmotekm noppepky BCEX MNEPEYNCIEHHbBIX
HocuTeneir, Ho He BxoasaT gpaiisepsl ans OC. Mo Bonpocam nosyyeHusi gpaiieepos HeobxoanmMo obpalaThes
K NPOU3BOAUTENSIM COOTBETCTBYIOLUNX YCTPOWCTE.
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2 VYctaHoBka aunctpubytusa N0 CK3U

VcTaHoBka, yganeHue un oboeneHue [1O ocywecTeasieTcs OT UMEHW MOJbL30BATENs, MMEIOLLEro Mpasa
aAgMuHucTpaTopa (Hanpumep, ¢ MCnonb3oBaHneM koMaHabl devel-su).

CK3WM Kpuntollpo CSP Tpebyet crnepytolieli nociefoBaTe/lbHOCTU YCTAHOBKU: CHadafa YCTaHaB/WBAETCA
nposalifep, 3aTeM YCTaHABAUBAKOTCA OCTaJibHble MOAY/IN, BXOASLLME B COCTAB KOMMJIEKTALUN.

B OC SailfishOS gns ycranosku, ynanenus n obHosnenust N0 npumenstotcs naketsl (packages). MNaket — apxus
anctpubyTuea, cogepxawuii daiinel yCTaHaBANBAEMOrO NPUIOXKEHUS U (haiifibl, NCMOL3YHOWMNECS NHCTAIATOPOM
AN KoHdMrypupoBaHus cpegabl. B onepaunonHbix cuctemax Linux ucnonbsyertcs menegxep naketos RPM (Red
Hat Package Manager), koTopblii $SiIBASIeTCS TMOKMM MHCTPYMEHTOM Al YCTaHOBKM, yAaneHusi, obHOBNeHWs u
cbopkm nporpamMmHbix naketoB. [lakeTbl, npeacTaBneHHble B Buge dhaiina C pacluMpeHneM .rpm, coaepxat B cebe
HenocpencTeenHo daiinbl MO n nHdbopmaunio ans KoHdUrypupoBaHus cpegbl.

[ns ycTaHOBKM nakeTa Mcnonb3yeTcst KOMaHAa:
rpm -i <pain_makera>

Hanpumep: rpm -i ./lsb-cprocsp-base-5.0-5.noarch.rpm

Ansa ypaneHns nakeTta ncnonb3yeTcs KOMaHAa:

rpm -e <mMsa_IlakeTa>

Hanpumep: rpm -e 1lsb-cprocsp-base-5.0-5

Imsi nakeTa MOXeT He BKAIOYATb BEpCUto, Hanpumep: rpm -e lsb-cprocsp-base

lNakeTbl 3aBUCAT ApYr OT Apyra, NO3TOMY AOJI>KHbl YCTAHABANBATLCS NO MOPSIAKY C YHETOM 3TNX 3aBUCMMOCTEIA,
a yAansaTbCst B 06paTHOM nopsiake. YCNOBHO MOXXHO CHMTATb NPaBUIbHLIM NOPSIAKOM TOT, KOTOPbI onucaH B Tabaunue

3aBNCUMOCTEN N Ha3HaveHMs nakeTos (cm. Tabn. 1).

Tabnuua 1. 3aBMCUMOCTI 1 Ha3HAYEHUS NAKETOB

Nms nakera 3asucumocTu ‘HasHaqume NakeTa

ObsazaTenbHble nakeTbl

Isb-cprocsp-base | lsb BasoBblil NakeT, ycTaHaBNMBAETCS MEPBLIM, €C/IN TOJILKO HE
HY>KHbl compat-nakeThl.

Isb-cprocsp-rdr Isb-cprocsp-base OcHogHble npunoxerus, cantbisatenn n JCH.

Isb-cprocsp-kcl Isb-cprocsp-rdr Mpoeaiigep KC1.

Isb-cprocsp-capilite | Isb-cprocsp-rdr, Isb-cprocsp-kcl | CAPILite, nporpammbl n 6mubnnoTekn Ans BbICOKOYPOBHEBOI
paboTsl ¢ kpunTorpadueii (ceptudpukatamn, CMS. .. ).

.B,OI'IOﬂHI/ITEﬂbeIe MNaKeThI

Isb-cprocsp-devel | lsb-cprocsp-base MakeT ans paspaboTuuka.

cprocsp-stunnel Isb-cprocsp-capilite VuusepcanbHblii SSL/TLS TyHHens.
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3 QO6HosneHune NO CK3U

Ons obHoenenns MO CK3W na OC SailfishOS Heobxogumo:
® 3aMOMHUTL TekyLyyto KoHdurypauuto CSP;
— Habop yCTaHOBJ/IEHHbIX NAKETOB;
— HacTpoiikn npoBaiigepa (415 NPOCTOTbI MOXHO CoxpaHuTb /etc/opt/cprocsp/config.ini);
yoanutb wratHeiMu cpegcteamn OC ece naketsl CK3WU;
YCTaHOBUTL aHasornyHble HoBble nakeTol CK3U;
NPy HeODXOAMMOCTN BHECTN U3MEHEHNsI B HAacTpoilikn (MoxxHo nocmoTpets diff craporo u Hosoro config.ini);
KJIHO4N 1 cepTudrKaTbl COXPAHAIOTCS aBTOMATUYECKN.
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4 Hactpoiika CK3U

4.1 [doctyn k ytununte gna Hactpoiiku CK3U

Hacrpoiika CK3W ocywectensieTcsi ¢ nomowbto ytuanTel cpconfig, KoTopasi BXogUT B COCTaB AucTpubyTnea
W pacnonoxxeHa B Anpektopun /opt/cprocsp/sbin/arm.

4.2 BsBopj cepuiiHOro Homepa JINLEeH3NN

Mpn ycraHoBke nporpammHoro obecnededuss Kpuntollpo CSP 6e3 BBOga AMUEH3MM MONL30BATENO
NPeaoCTaBAsSeTCA JINLUEH3NSI C OTFpaHUYEHHbIM CpokoM peicteusi. [ns ucnonwsosanust Kpuntollpo CSP nocne
OKOHYaHMs1 3TOrO CPOKa MOJIb30BaTe/Nb [OJIKEH BBECTM CEpUliHbIE HOMEpP C OiaHKa JUUEH3UW, MOJSYYEHHOR Y
opraHusaumn-paspaboTyrka uanm opraHmsauuy, UMELLER NpaBa pacnpocTpaHeHns npogykrta (awsiepa).

[ns npocmoTpa uHopMauum O MUEH3NN BbINONHNATE:

# cpconfig -license -view

ﬂ'ﬂﬂ BBOAA JINLUEH3NN BbIMOJIHUTE!

# cpconfig -license -set <cepuiiunii_HOMep>

CepuiiHblii HOMep cnesyeT BBOAUTL C COD/IOAEHNEM PerncTpa CUMBOJIOB.

4.3 Hactpoiika obopyaoBaHus CK3U

Vtunuta cpconfig Takke npeaHa3HayeHa [ANsi W3MeHeHusi Habopa YCTPOICTB XpaHeHust (HOCVlTene|7|) "
cumTbiBaHMs (CYuTbIBaTENed) kNtOHEBOW MHOPMaLMKM M JAaTYMKOB CrydaiiHbix udncen. [lpegycTaHOBREHHBIMY
aBnsaoTcs cuntoisaTenu flash-Hocutenein n daiinos Ha xecTkom ancke, a Takxke KoHconbHbIl BuoCH u cunteiBaTens
BHELLUHEN raMMmbl.

[ns npocMoTpa cnucka HaCTPOEHHbIX CHUTBIBATENEN:

# ./cpconfig -hardware reader -view

[ns npocmoTtpa cnucka HacTpoeHHbix ACH:

# ./cpconfig -hardware rndm -view

[ns ncnonb30BaHns BHELLHEN raMMbl HAAO CKOMMPOBaTh dhalibl € AJaHHLIMU, MONYHEHHbIMU C oMol « APM
BbIpaboTKM BHeLHeR ramMmmbl». [pumep konupoBanus aiinos (Noaokum, 4To oHM nexat B /tmp/db[1,2]):

# cp /tmp/dbl/kis_1 /var/opt/cprocsp/dsrf/dbl/kis_1

# cp /tmp/db2/kis_1 /var/opt/cprocsp/dsrf/db2/kis_1

Mpun HeobxogumocTu koHcosbHbIl BroJJCH u cunTbiBaTENb BHELWHER raMMbl BOSMOXHO A0DaBUTL BPYUHYHO.
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Ons koHconbHoro BuoACH Tpebyercs naket naket Isb-cprocsp-kcl, kpome Toro oH pabotaer Ttonbko ¢ KC1
nposaiigepom. [na nobaeneHus koHconbHoro buoJCYH:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "Console BioRNG"

ﬂ'ﬂﬂ p,O6aBﬂeHMF| MNCMNONb30BAHNSA BHELUHEN raMMbl:

# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3
# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis_1 /var/opt/cprocsp/dsrf/dbl/}

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1 /var/opt/cprocsp/dsrf/db2/}

[ns nonydenns noapobHoli cnpasku no cpconfig:
# ./cpconfig -help

# ./cpconfig -hardware -help

4.4 VYcTaHoBKa NapamMeTpoOB >XypHa/IMpOBaHUS

CK3W noseonsieT cobupatb oTnafouHyt0 NHOPMALNIO 1 UMEET BO3MOXHOCTb MPOTOKONMPOBAHNS CODBITWIA.
incdbopmaums 3anncbiBaeTcsi B cucTeMHblli xypHan (obbiuHo B /var/log/messages). CyluecTByeT BO3MOXHOCTb
M3MEHEHUS HACTPOEK XKYPHAINPOBAHUS pasnnyHbIx Mogyneit npoaykTa. CylecTByeT BO3MOXKHOCTb USMEHEHUS YPOBHS
XKYpHanMpoBaHusi 1 popMaTa BbIBOAUMbBIX OTNAfOYHbLIX COObwieHmii. [Jns nonydeHus cnpaBkum Mo HacTpoiikam
XKYPHaANNPOBaHMS:

# cpconfig -loglevel -help

Mogaynu, Ans KOTOpPbIX NOAAEPKUBAETCS XKYPHANNPOBAHME:

cpcsp — sSApo KpunTonposaiigepa

capil0 — CryptoAPI 1.0

cpext — pononneHus ana CryptoAPI 2.0

capi20 — CryptoAPI 2.0

libcspr — Bubnuoteka ans noakntoueHust K npoeaiigepy B cepsuce unm k HSM-cepeepy
libssp — TLS

cppkesll — PKCS11

cpdrv — pgpaiisep

dmntcs — TecTOBOE MpuUNoXeHUe ANs obpaLleHnst K TECTOBOMY ApaiiBepy

4.5 HacTpoiika kpunTonpoBagepa no ymos4aHuio

MpoBoanTbL HACTPOliKy KpUMNTOMPOBaigepa MO YMOMYAHUIO HYXXHO TONBKO B OCODBBIX Clyyasix [Ahs
coBMecTuMOoCTU. [ns NnpocMoTpa TUNOB LOCTYMNHbLIX KPUMNTONPOBaligepOB:

# ./cpconfig -defprov -view_type

Jns npocMoTpa CBOWCTB KpUNTONpoOBaifepa HY>XXHOro Tuna:
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# ./cpconfig -defprov -view -provtype <provtype>

[nsa ycTaHoBKM npoaiifiepa No YMOMHAHWIO A1 HY>XKHOFO Tuna:

# ./cpconfig -defprov -setdef -provtype <provtype> -provname <provname>

ﬂ'ﬂﬂ noNny4eHnsa nMeHun npOBal‘/'lp,epa No YMONYaHUIO ANA HY>XKHOro Tmna:

# ./cpconfig -defprov -getdef -provtype <provtype>

4.6 BkniouyeHne pexmmMa YCWUIEHHONo KOHTPOJS WUCMOJIb30BaHUSA
Karo4emn

PexxnM  yCUIIEHHOrO KOHTPOJSi MCMOJL30BaHUS KJOYeli obecnedYnBaeT OCYLLECTBIEHNE KOHTPOJSl CPOKa
[EACTBNS JONTOBPEMEHHBIX KtOYell 3NEKTPOHHONR NOAMUCK U KHOYEBOTO OBMeHa, KOHTPOS AOBEPEHHOCTU KitoYeli
NPOBEPKM 3JIEKTPOHHOM NOANNCH N KOHTPOJISt KOPPEKTHOMO NCMOJIb30BaHUS NPOrPaMMHOIO AaTUMKA CYYaWHbIX YUCeN.
Mocne ycnewHol MHCTaNAsALUN HEOBXOANMO BKAOYNTL LaHHbIVE PEXUM, BbINOJIHUB KOMaHAY:

#./cpconfig -ini '\config\parameters' -add long StrengthenedKeyUsageControl 1

[ns obecneyenmnsi kKOppekTHOro yHKLMOHNPOBAHNS NPOBaiAepa B 4acTu BbIPabOTKY 3/1EKTPOHHON nognucy, a
TakXe paboTbl C BpeMeHHbIMU KitoHaMm (B 4acTHOCTH, Anist paboTbl B pamkax TLS-coeguHenuns 6e3 ayTeHTudmkaumm
K/IMEHTA) W TFeHepauum CyvaliHbIX AaHHbIX HeOobXOAMMO MpPON3BECTM BbIPabOTKY [ONrOBPEMEHHBIX KAHOYEN wn
3anycTUTb YTUAUTY csptest, nNpefBapuTeNbHO MPOBEPUB, YTO 3aperncTpUpoBaH XOTst Obl OAUH AATHUK CAyHalHbIX
yucen:

# ./csptest -keyset -verifycontext -hard_rng

a Mpumeuanune. Ncnonbsoeanne CK3W 6e3 BKAOYEHWS peXMUMA YCUMJIEHHOTO KOHTPOJISt WCMOJIb30BaHUS
KJIKOYel pa3peLlaeTcsl UCKIOYMTENBHO B TECTOBLIX LIEJISIX.

4.7 HacTpoiika napameTpoB aaropuTmMoB

[Ons yctaHoBKM napameTpos anroputmos (ans nposaiigepos Tuna 75):
napameTpbl anropuTMa WnpoBaHmus:

# ./cpconfig -ini '\config\OID' -add string cipher <0ID>
napamMeTpbl anroputTMa MoAMUCH:

# ./cpconfig -ini '\config\OID' -add string sign_el_2001 <0ID>
napametpbl anroputma Audpdu-Xennmana:

# ./cpconfig -ini '\config\OID' -add string dh_el_2001 <0ID>

Ons ycraHosku napametpos anroputmos (ans nposaiigepos Tuna 80):

napaMeTpbl aaropuTMa WngpoBaHns:
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# ./cpconfig -ini '\config\OID' -add string cipher_2012 <0ID>
napamMeTpbl anroputTMa MoAMNUCHU:

# ./cpconfig -ini '\config\OID' -add string sign_el_2012 <0ID>
napametpsbl anroputma Juddu-Xennmana:

# ./cpconfig -ini '\config\OID' -add string dh_el_2012 <0ID>

Ons yctaHoBKM napameTpos anroputmos (ans nposaiigepos Tuna 81):
napameTpbl anroputMa WiudpoBaHmus:

# ./cpconfig -ini '\config\OID' -add string cipher_2012 <0ID>
napameTpbl ajropuTMa nognucu:

# ./cpconfig -ini '\config\OID' -add string sign_el512 <0ID>
napametpsl anroputma Judpdu-Xennmana:

# ./cpconfig -ini '\config\OID' -add string dh_el512 <0ID>

MNepeueHs nopaepxusaembix B Kpuntollpo CSP  ungenTudukatopoB Kpuntorpadpmyeckux napameTpos
anroputmos ykasaH B CSP_5_0. chm.
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5 CocTtaB u Ha3HayeHune komnoHeHT MO CK3U

5.1 bBa3sosble mogynu CK3U

MO CK3W cogepxut cneaytowme basosble MOLYN:
libcsp — 6ubnnoreka Kpuntollpo CSP, sagpo nposaiigepa.
libcspr - Bubnuoteka pabotel ¢ yganéuubim Kpuntollpo CSP.
libssp — 6bubnuoteka ceresoii ayteHTucpukayunm Kpuntollpo TLS.
cpverify — Mofynb KOHTPONS LENOCTHOCTH.
wipefile — moaynb HapéxHoro ynaneHus ¢aiifioB BMECTE C COAEPIKUMbIM.
e cryptcp - Moaynb gns nognucy n wudposaHus aiinoe, 3anpoca Bblgayn cepTuukaTos YaoCTOBEPSIOWNM
LleHTpom.
e certmgr - yTuinTa KOMaHAHOR CTPOKM A5t ynpaBieHus cepTudmkaTaMm, CNncKaMnm OT3blBa CepTUMKATOB
(CRL) n xpaHunnwamu.
e stunnel — mogyne ansa cosganust TLS-TyHHens.

B nazssanusx guctpubytusos CK3W B kavecTse npedukca ncnosnbsyercss obosHaveHmne cprocsp.
5.1.1 bBwubnanoTeka libcsp

BubnunoTeka libcsp peanusyetr uenesble dyHkuMnM KpunTorpachmyeckoid 3awuTbl uHdopMauun, paboty ¢
KJlo4aMK, NepBuYHyto 0bpaboTKy 3ampoca noayyeHus JOCTyna K KaoYesbiM HocuTensm u buoCH.

5.1.2 bBbwubnunoteka libcspr
BubnnoTeka libcspr obecneumsaeT goctyn K KpunTonposaiaepy, (OyHKLUOHUPYIOLLEMY KaK OTAENbHbIA CepBUC.
5.1.3 bBubnuoTteka cetesoii ayteHTudpukaunn Kpuntollpo TLS

Bubnuoteka libssp peanusyetr npotokon cetepoii ayTeHTudpmkaumu Kpuntollpo TLS wn wucnonbsyer
kpuntorpacgpuyeckne dyHkuun Kpuntollpo CSP gns obecneueHns npouecca ayTeHTUpUKAUUU U WNEDPOBAHMS
Tpachuka Mexpy kavmeHtom n cepsepom. Obuwiee onmcanume npoTokona npueegeHo B gokymeHte MKTAN.00101-01
91 01. Kpuntollpo CSP. PykoBogcTeo agmuHuctpaTtopa besonacHoctu. Obwas yacte. lNpotokon TLS (RFC 2246)
MCMONb3YETCS AN 3aLUThI COEAUHEHNIA B KIIMEHT-CEPBEPHBLIX TEXHONOMUSX.

5.1.4 Mogynb cpverify

Mogynb cpverify npegHasHaueH gns koHTponsi uenoctHocty npu yctanoske CK3W v dyHkunonunposaruu MO
CK3W Kpuntollpo CSP Ha yctpoiicTee nonb3oBaTtens.

5.1.5 Mogynb wipefile

Mogynb wipefile ncnonbayercs ans HagéxHoro yaaneHusi aiiloB BMECTE C COAEPXKUMbIM MPU LUTATHBIX U
HeWTaTHbIX (CBOMMPOBaHNE) CUTYaLNSIX.

5.1.6 Mogaynb cryptcp

Mogynb npefHasHayeH st paboThl ¢ cepTubrkaTaMuy C UCMOsb30BaHNEM UHKDPACTPYKTYPbI OTKPbITLIX KIKOYE(d,
winbpoBaHmMs /pacundpoBaHms coobLLeHN, CoaepKaLLmxcs B paiinax, co3faHmus/npoBepKn 3NeKTPOHHBIX NMOAMUCEN
M X3WMPOBaHUSA COOBLEHNIA, conepXawmxcst B cpalise unm rpynne ¢aiiioB, a TakxKe 3anpoca Bblgadin cepTudrkaTos
VYaocToeepsitowm LleHTpom.
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5.1.7 Mopaynb certmgr

Mogynb MOXeT yCTaHaBNMBaTb, YAalsATh, PAaCKOAUPOBATL, SKCMOPTUPOBATL N OTObpakaTk cepTUdUKaThI Uu
CRL u3 chaiinoBoro xpaHuanwa uam KNoYeBoro KoOHTeRHepa.

5.1.8 Mogynb stunnel

Moaynb ansi cospaHust 3awmwénHoro TLS-coeaunHeHnst mMexay KAWEHTOM W JIOKaJbHbIM WU YAANEHHBIM
CEPBEPOM.

5.2 Moaynn noagcuctembl NporpaMmmMHoii cpefbl (PyHKLMOHUPOBaHUS
kpuntocpeactea (CP)
5.2.1 Mogyns libcapi20

Moaynb libcapi20 wcnonbsyetcs gns ynpaeiaeHus cepTudprkatamu OTKPbITbIX KAOYel, a Takxke [AJisi
obecneyeHnsi BbINONHEHUs KpunTorpacpuyecknx 3anpocoB Ha yposHe uHTepdpeiica CryptoAPl v. 2.0. UnTepdeiic
moayns libcapi20 siensercs nogmHoxecteom nHtepdeiica CryptoAPI v. 2.0.

5.2.2 Mogyns librdrfatl12
Moaynb librdrfat12 ncnonesyetca ans nonydenus gocryna k flash-nocutensm n pasgeny xectkoro gucka.
5.2.3 bwubnunoTteka librdrsup

Bubnnoteka librdrsup obecneumsaer peanuzaumio obwwmx yHKUMA JOCTYyna K pasin4YHbIM YCTPOCTBaM
XPaHEHNS KAHOYEBbLIX HOCUTENER 1 YpOBEHb abCTPaKUMmM OT ONEepPaLMOHHON CUCTEMDI.

5.2.4 Mopynn paT4uKoB cny4aiiHbiX Yucen

Bubnnoteku librdrdsrf n librdrrndmbio obecneunsator nopgepxky pabotbl ¢ BHewHeli rammoii n BuoCH
COOTBETCTBEHHO.

5.2.5 bBubnunoreka libcpasnl nogaepxkun cdopmata ASN1

Bubnuoteka libcpasnl comepxut cyHkuMM npeobpazoBaHns CTPYKTYp [OaHHbLIX B MalUWHHO-HE3aBMCUMOE
npesCcTaBfieHME.
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6 TpeboBaHus no 3awmte ot HC/],

JomKHbI  BBINOMHATLCS TpeboBaHWS MO  OPraHU3aUNOHHO-TEXHUYECKUM W aAMUHUCTPATUBHBLIM Mepam
obecneuenunsi besonacHoctu skcnnyatauunm CK3U B obbeme pasgena 5 pokymenta «2KTHAM.00101-01 91 01.
PykoBogcTeo agmuHuctpatopa besonacHoctu. Obwas 4yacte u pasgena 5 XTAK.00101-01 95 01. lpaeuna
NONb30BaHUS.

Mpun skcnayataumn CK3W na nnatdopme SailfishOS npun 0bpaboTtke koHdbugeHumansHoli nHdopmauum ans
KOHKPETHOro MobunbHOro yctpoiictea, pabotatowero noa ynpasneduem OC SailfishOS, gonxHbl BbINOAHATLCS
peiicTeyrowme B Poccniickoli Pefepauyumn TpeboBaHnsi No 3awmTe OTKPbITONR (KOHDUAEHUNANBLHOR) MHDOpMaLU
OT YTEYKM NO TexHU4eckum KaHanam. [laHHoe TpebosaHue He npeabsBaseTca B cnydae skcnnyataumn CK3U wa
nnatchopme SailfishOS npu obpaboTke oTKpbITOW MHDOPMaLMKM, [OCTYN K KOTOPOA HE OrpaHMYMBaETCst COrAacHO
3akoHogatensctey Pocculickoin Pepepauun. BHoc n ucnonssosaHne mMobunsHoro yctpolicTsa, paboTatoliero nog
ynpaenennem OC SailfishOS, B nomeweHunsix, B KOTOpbIXx BeAYTCS MNEPErOBOPbI CEKPETHOIO COAEPXKaHUs Wun
NpPoBOASATCA paboTbl CEKPETHOro xapakTepa, 6e3 NpoBeAeHUs €ro ChneuuasbHbIX WCCNENOBaHWA U CheunanbHON
MPOBEPKMN 3aMpeLaoTcs.

Mpu ucnonszosanun CK3U Kpuntollpo CSP nog ynpasnednem OC SailfishOS Heobxogumo npegnpuHsTh
[ONOJHNTENIbHBIE MEPbI OPraHU3aLMOHHOrO U TEXHUYECKOrO XapaKTepa W BbIMONHUTL AOMNOJNHUTE/bHBIE HACTPONKM
onepaymoHHoli cuctemel. [py 3Tom cTaBuTCA 3agada He ToNbKO obecneynTs AOMONHUTENBHYIO 3aLMTY YCTPOCTBA
mu OC ot HCHA, Ho n obecneunTts becnepeboliHbiii pexxuM paboTbl M UCKAIOYUTbL BO3MOXXHOCTW «OTKasa B
0bCNyXXNBaHUN Y, BbI3BAHHOTO BHYTPEHHUMMU NpUYMHaMK (HanpuMep, NepenonHeHnem haiioBbIX CUCTEM).

6.1 OpraHmusaymoHHo-TexHn4eckue mepbl 3awmtbl oT HC/L

1) Mpn ncnonbsosanun CK3W Ha ycTpoiicTBax, MOAK/IOHEHHBIX K ODLIEAOCTYMHLIM CETSIM CBSI3U, AOJKHbI
ObITb NpeanpuHATHEl AOMOAHUTENbHBIE MEPbI, WCKIOYAIOWMNE BO3MOXHOCTb HECAHKLMOHMPOBAHHOTO JOCTyna K
CUCTEMHBIM PeCypcam MCMoJib3yeMbIX OMEPALMOHHBIX CUCTEM, K MPOrPaMMHOMY ODecneyqeHmto, B OKPY>KEHMM KOTOPOro
dyrkymonmpytor CK3WU, n k komnonentam CK3W co cTOpoHbI yKa3aHHbIX ceTei.

2) MpaBo poctyna k ycrpoiictey ¢ ycranoneHHbiM 10 CK3W npegocTaBnsieTcss Tonbko anuam,
O3HAaKOMJIEHHBIM C MpaBWUJaMM MNOJbL30BAHUA W NU3YYUBLUUM SKCMJYaTaLMOHHYIO AOKYMEHTALMIO Ha NporpaMMHoOe
obecnedyenne, nmeroee B ceoem coctase CK3U.

3) Ha TexHnuyeckux cpeactBax, ocHaweHHbix CK3W, momKHO MCMonb30BaTbCs TONBKO JINLEH3NOHHOE
nporpaMmmHoe obecnederne dupm-nponssognTeneii.

4) Ha mMobunbHOM YCTpOIiCTBE HE YCTaHaBAMBAlOTCS cpefcTBa paspabotkm m otnagku MO. Ecan cpepctea
OTNAAKMN MPUSIOKEHWT HYXKHbI /151 TEXHOJIOMMYECKIX NOTPebHOCTE OpraHn3aunn, To X UCNOb30BaHNE JOJXKHO DbIThb
CaHKLMOHUPOBAHO agMUHMCTpaTopom besonacHocTu. B ntobom ciayyae 3anpeLtaetcsi MCNOAb30BaTh 3TW CPEACTBA AJ1st
MPOCMOTPa M PEAAKTMPOBaHUS KOAA U NamsTu Npuioxkednii, ncnonbsytowmx CK3U.

5) HomkHbl BbITb MPUHSATBI Mepbl MO MCK/IOHEHNIO HECAHKLMOHMPOBAHHOrO AOCTyNa K YCTpOWCTBaM, Ha
koTopbix ycTaHoeneHsl CK3W, noctopoHHux nuu, no pogy CBOER AEATENbHOCTUA HE SBASIOLLMXCS MEPCOHAOM,
JOMyLLEHHbIM K paboTe € ykasaHHbIMU ycTpoiicTBamu. B cnydae Takoil HeobxogumocTu gosmkeH bbiTe obecnedeH
KOHTPOJIb 3a UX AelicTBUAMU U obecnedyeHa HEBO3MOXXHOCTL HEraTUBHbIX AEACTBUIA ¢ ux ctopoHbl Ha CK3MU,
ycTpolicTea, Ha koTopbix akcryaTupyetcss CK3W, n 3awmwaemyto nHdopmaumio.

6) [omkHo bbITb 3anpeLyeHo oCTaBNsATL DE3 KOHTPOIS YCTPONCTBA, Ha KoTopbix skcrayaTupyetcs CK3W, nocne
BBOAA KJOYeBOW uHdopMauuun. B uHbix cnyyasx, octaensas ycTpoiictso ¢ ycraHosneHHbiM CK3U 6e3 koHTpons,
HeobxoanMo 3ab10KMpPOBaTL SKPaH YCTPOIACTBA.
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7) N3 coctaBa cuctembl [JO/KHO ObITb MCKAOHEHO 0bOpysOBaHME, KOTOPOE MOXET CO34aBaTb Yrposy
6ezonacHoctn OC SailfishOS. Takxe Heobxoaumo m3beraTe UCNONL30BAHUS HECTAHAAPTHBLIX annapaTHbIX CPeAcCTs,
VIMEIOLLNX BO3MOXHOCTb BANSATL Ha (byHKunoHuposarme yctpoiictea uam OC SailfishOS.

8) Mocne wuncrtannsuyum OC SailfishOS cnepyetr ycTaHOBUTH BCE PEKOMEHAOBAHHbLIE MPOU3BOLUTENIEM
OMepaLMOHHON CUCTEMbI MPOrpaMMHbIe ODHOBJIEHUSI U MPOrpaMMHble ODHOBJIEHNS, CBsi3aHHbIE C He30MacHOCTLIO,
CYLLeCTBYIOLLNE HA MOMEHT WHCTANAAUNN.

6.2 [HononHutenbHble Hactpoiikm OC SailfishOS wn onepaumnoHHbIx
CUCTEM, K KOTOPbIM MOAKJ/IIOHAETCS1 YCTPOWCTBO

6.2.1 WnausngyanbHasa HacTpoiika SailfishOS

B Hactpoiikax SailfishOS & pasgene «BbesonacHocte — Briokmpoeka ycTpoiicTBay HeobxoguMO BKIOYUTL
naponn. Heobxogumo 3apaTb CNOXKHOCTL Mapofsi W HACTPOMKM ANl KOJIMYECTBA MOMbLITOK BBOAA Napos,
cooTeeTcTBytowme Tpebosanusm n. 5.4 gokymenta XTHAKM.00101-01 95 01. Mpasuna nonb3osaHus.

6.2.2 KopnopaTtusHas HacTpoiika SailfishOS

KoprnopaTtusHas HacTpoiika SailfishOS moxeT bbiTh BoinonHeHa cpeacTBamu Habopa ynpasieHust MObUAbHLIMY
ycTtpoiicteamu (avri. Mobile device management, MDM). [laHHble cpefcTBa He MOCTaBASIIOTCS B KOMIJIEKTE C
onepaumoHHoOIA cuctemoii, Ho moryT paboTats ¢ OC SailfishOS nyTém ncnonbsoBaHus npegycMOTPEHHOrO CUCTEMHOTO
API.

MNyTém cospmanust npocbuneii cpeacteamn MDM unn B HANBUAYanbHOM MOPSIIKE B paMKax KOPMNOpaTUBHOM
HaCTpolikn Ha KaxkgoM yctpoiicTee SailfishOS, Ha koTopom skcnnyatupyetcs CK3W Kpuntollpo CSP, fonxHbl bbiTh
MPUMEHEHbI CNefyHOLMe NapaMeTpbI:

1) Ha Bxop B ycTpOIiCTBO JO/IXKEH ObITb YCTaHOB/EH MAapOJib CO CAEAYIOLMMMN HACTPORKAMN:

® MaKCUMaJibHbIli CPOK AelCTBUS Naposisi HE JOJDKEH MPeBbIaTh 6 MecsLes;

® YCTaHAB/MBAEMbI Naposib AOJKEH HE COBMAZATh C NOCAeAHUMM 6 MCMONB30BAHHBIMY MAPOIAMU;

® C/OXHOCTb Maposisi U HAaCTPOMKU A/s yAaNeHUsl AaHHbIX B C/IyHae HenpaBuibHOrO BBOAA Maposis
LOJDKHBI COOTBETCTBOBaThL TpeboBaHusim n. 5.4 pokymenta XKTAN.00101-01 95 01. lMNpaeuna nonb3oBaHus.

2) [donxHbl BbITb OTK/IKOYEHBI BCE PA3PELLEHUs], KOTOPbIE He SIBASIOTCS HEOOXOAUMbBIMU [/1st BbINOJAHEHUS
paboTbl. JomkHa ObITb OTKNOYEHA BO3MOXHOCTb YCTAHOBKM NpuioxeHuii. Ecin sTa Bo3amMoxxHOCTb Heobxoguma ans
paboTbl, eé HeobXOAMMO OCTaBUTL, HO HACTPONUTL OrpaHuyeHusi Hepes cpegctea MDM (cm. Huxe).

3) Ecnn B opraHmn3sauuu umMeeTcsi cepBep Afsi ynpaeneHus MobunbHbiMu yctpoiicteamu (MDM server), To
HeobXo4MMO HAaCTPOUTL MoakItoHeHne K Hemy. CepBep MOXET ObITb UCMONAL30BaH ANsi NOMYHEHUs HACTPOeK (B TOM
YUCNE HOBBIX NPOOUIIEN HACTPOEK) U MPUIOXKEHWIA.

6.2.3 Hactpoika OC, kK KoTopoi NogkAto4aeTca YyCTPONCTBO

1) BeimonHnTte pekomeHpauum no gonosnHutensHoii Hactoiike OC n3  pykoBOACTBa afMMUHMCTPATOPa
besonacHocTu gnsi cooreetctaytoweli OC.
2) Ecim Ha yCTpOICTBE XpaHATCS 3aKpbiTble KJ/IKOYM, PE3EPBHbLIE KOMUW YCTPOWCTBA [LO/DKHbI  ObITh
3awndpposabl. [ns sToro:
e VYCTaHOBMTE Ha KOMMbLIOTEP, K KOTOpPOMY mogkito4daetcs ycrpoiicteo, M0 ana wudposarus daiinos
(nanpumep, Kpuntollpo EFS).
e BbinonHuTe pesepsHoe KOMMpOBaHNE AaHHbIX YCTPONCTBA HA KOMMLIOTEP.
e C nomowbto MO gnsi wudpposarusi haiifios BeINOAHNTE 3alWNPOBAHNE PEIEPBHON KOMUU.
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7 TpeboBaHusi No KpunTorpacdpmnyecko 3awmTe

JomkHbl BbINOAHATLECA TpeboBaHus no kpuntorpaduyeckoii 3awmTe pasgena 6 gokymenta XXKTA.00101-01
91 01. PykosoacTeo agMmuHucTpaTopa besonacHoctu. Obuias vacte B Yactu, kacatoueiics OC Sailfish.

Heobxognmo BbINOAHUTL HACTPOIKY onepaunoHHoi cuctembl ans pabotel ¢ CK3W no paza. 6.2.

KOHTpOJ’IeM LENOCTHOCTU OOJIXKHDbI BbITb OXBayeHbl (baﬁﬂbl:

/opt/cprocsp/bin/arm/certmgr
/opt/cprocsp/bin/arm/cpverify
/opt/cprocsp/bin/arm/cryptcp
/opt/cprocsp/bin/arm/csptest
/opt/cprocsp/bin/arm/csptestf
/opt/cprocsp/bin/arm/der2xer
/opt/cprocsp/bin/arm/genkpim
/opt/cprocsp/bin/arm/inittst
/opt/cprocsp/bin/arm/wipefile
/opt/cprocsp/sbin/arm/cpconfig
/opt/cprocsp/sbin/arm/mount_flash.sh
/opt/cprocsp/sbin/arm/unreg_prov_type_name.sh
/opt/cprocsp/lib/arm/libasnidata_XER.s0.4.0.4
/opt/cprocsp/lib/arm/libcapil0.s0.4.0.4
/opt/cprocsp/lib/arm/1libcapi20.s0.4.0.4
/opt/cprocsp/lib/arm/libcpalloc.s0.0.0.0
/opt/cprocsp/lib/arm/libcpasnl.so0.4.0.4

/opt/cprocsp/lib/arm/libcpext.so0.4.0.4
/opt/cprocsp/lib/arm/libcplib.s0.4.0.4
/opt/cprocsp/lib/arm/libcpui.so.4.0.4
/opt/cprocsp/lib/arm/libcsp.so0.4.0.4
/opt/cprocsp/lib/arm/libenroll.so.4.0.4
/opt/cprocsp/lib/arm/librdrdsrf.so0.4.0.4
/opt/cprocsp/lib/arm/librdrfati2.s0.4.0.4
/opt/cprocsp/lib/arm/librdrrndmbio_tui.so0.4.0.4
/opt/cprocsp/lib/arm/librdrsup.so.4.0.4
/opt/cprocsp/lib/arm/libssp.s0.4.0.4
/opt/cprocsp/lib/arm/libsspdrv.a
/opt/cprocsp/lib/arm/liburlretrieve.so0.4.0.4
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[NMpnnoxxeHue A
KOHTpOJ/1b LEe/IoCTHOCTU NporpaMMHOro obecnevyeHus

B gonosiHeHne kK AncTpubyTuBy NOCTaBASOTCS CKpUNToBble haliibl integrity. sh, 3anNyCKOM KOTOPbIX MOXHO
ybenuThCs B LUENOCTHOCTM SUCTPUbYTMBA A0 €ro YCTaHOBKU.

MNporpammHuoe obecnedverne CK3W nmeet cpepctea obecnederus kontpons uenoctHoctu MO CK3W, kotopble
BbINOJIHSAIOTCS NEPUOANYECKU.

Ecnu B pesynbtaTe NEpuMoOAMYECKOrO KOHTPOAS LENOCTHOCTU MOSIBASIIOTCA COODLUEHUSt O HapyleHUw
LLeIOCTHOCTM KOHTpoAMpyemoro daiina, nofib30BaTeNb 0bsi3aH NpekpaTTb paboTy 1 0bpaTuTLCA K agMUHNUCTPATOPY
besonacHocTy.

AgmMmuHuctpaTtop 6e30nacHOCTW, NPOaHAAN3UPOBAB NPUYMHY, MPUBEALLYIO K HAPYLUEHNIO LEAOCTHOCTU, AOJKEH
nepeycrarosuts 10 CK3W Kpuntollpo CSP ¢ anctpubyTtuea, nan cuctemuoe 0.

Mogynb cpverify no3BOASIET OCYLIECTBASATL KOHTPOJb LEJOCTHOCTM YCTaHOBJIEHHOrO MPOrPaMMHOrO
obecneyeHns.

KoHTposib LenoctHocT haiiioB OCyLLECTBASIETCS NepUognyecki (HECKONBKO pa3 B CYTKU) WAW NPU PYyHHOM
3anycke NporpamMMbl KOHTPOJS LIEIOCTHOCTU, @ TakXKe ANHAMUYECKU ISl Y)KE 3arPy>KEHHBIX UCMOJIHSAEMbIX MOAYENA.

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] — npoBepka
uenoctHoctn dpaiina ¢ umenem filename no anroputmy algid. Ecnu He ykazan napametp hashvalue, To 3HaveHue
xaWw-pyHKLMN ANst cpaBHeHusi bepetcs u3 cpaiina <filename.hsh>. MapameTp algid moxeT npuHumaTh 3HaueHUs
GR3411, GR3411 2012 256 u GR3411 2012 512. Ecan algid He ykasaH, To ucnonbsyetrcs GR3411. [-inverted
halfbytes <inv>] ykasbiaetcs, ecan nonybaiitel 8 hashvalue nepesepyTbi. [o-ymonyanuto inv ycraHasnnsaercs 8 1
ans GR3411 v B 0 g GR3411 2012 256 u GR3411 2012 512.

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>] — BblYMCNeHNEe 3HAYEHUS X3LU
yHkunm ans daiina ¢ umerem filename. Mapametp algid moxeT npuHumaTs 3HadeHns GR3411, GR3411 2012 256
n GR3411 2012 512. Ecan algid He ykasaH, To ncnonbayercs GR3411. [-inverted halfbytes <inv>] ykasbiBaercs,
ecnu Heobxoaumo nepesepHyTb nonybaiitel B hashvalue. Mo-ymonyanuto inv ycranasnueaetcs 8 1 ans GR3411 n s 0
ans GR3411 2012 256 u GR3411 2012 512.

cpverify -file_sign filename -cont cont_name [-pin password] [-provname Provname]
[-provtype Provtypel — noanucbiBaeT caiin ¢ umeHem filename c nomouwbio KAKOHA, B3SATOMO M3 KOHTEHepa
c nmeHem cont __name. [Mone password - naponb 3awuTbl koHTeliHepa. Mons Provname u Provtype ykasbiBatoT, kakoii
nposaiifep Heobxoanmo ncnonb3osath. [Mone Provtype moxeT npuHumMath 3Hadenus 75,80 n 81. Ecnm Provtype He
yKasaH, To ucnosnb3yetcs 75.

cpverify -file_verify filename [signval] -timestamp date — npoBepsieT noagnuce daiina C NMeHeM
filename. Ecnn signval He ykasaH, TO 3HadeHne ans cpasHeHus bepetca u3 daiina <filename>.sgn. B none date
HeobxoAMMO ykasaTb AaTy, Koraa nognuck bbina cosgaHa, B hopmate dd.mm.yyyy.
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[NMpnnoxxerHue b
VYnpaBsieHne npoToKoJMpoBaHnem
[ns 3apgaHnsa ypoBHSA NPOTOKONPOBAHUS:

/opt/cprocsp/sbin/arm/cpconfig -loglevel cpcsp -mask <ypoBeHb IPOTOKOIUPOBAHUI>

[ns 3agavns popmaTa NpoTOKOAA 3aPErnCTPUPOBAHHBIX COBLITWIA:

/opt/cprocsp/sbin/arm/cpconfig -loglevel cpcsp -format <dpopMaT mpoTokoma>

[ns npocMoTpa Macku TeKyLero ypoeHst 1 hpopMaTa npoTokoa:

/opt/cprocsp/sbin/arm/cpconfig -loglevel cpcsp -view

3HaueHnem napametpa <ypoBeHb MPOTOKONNPOBaHUS> sIBAsiETCH bBuToBasi Macka:
N DB ERROR = 0x1 # coobuieHus o6 owmbkax

N DB LOG = 0x1 # coobLueHus o BbI30Bax

3HayeHuem napametpa <dopmaT NpoTokona> sBNsieTCs buTtoBasi Macka:
DBFMT _MODULE = 0x1 # BblBOAUTL MMsi MOAYAS
DBFMT_THREAD = 0x2 # BbIBOANTb HOMEP HUTKM

DBFMT_FUNC = 0x8 # BblBOAUTL UMsi pyHKLNM

DBFMT _TEXT = 0x10 # BbiBOoguTb CamMo coobLueHune

DBFMT HEX = 0x20 # sbiBogute HEX gamn

DBFMT_ERR = 0x40 # BbiBoguTb GetlLastError
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Jlnct peructpaunn nameHeHui

JlncT pernctpaunn namereHui

Homepa nuctos (cTpanuu)

Ne

N3MEHEH-
HbIX

3aMEHEH-
HbIX

HOBbIX

aHHyNMpo-
BaHHbIX

Bcero
NNCTOB
(ctpatuu) B
AOKYMeHTe

Ne
OOKYMEHTA

Bxogsnii

Ne conposo-
ANTENBHOMO
OOKYMEHTa

n pata

Mognuck

HaTa
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